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Agenda

* Introduction to APIs

» Microservice architectures

« 3 common risks of modern APIs
 Authorization vulnerabilities

* Final recommendations
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Introduction to APlIs
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Introduction to APIs

An APl is a connector between two applications

Request
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Introduction to APIs

https://www.streamingservice.com/get-song?song=°‘Eye of the Tiger’
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E | B

Microservice and API Risks and Mitigations [DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited
i i i distribution. Please see Copyright notice for non-US Government use and distribution.
© 2024 Carnegie Mellon University



Introduction to APIs

https://www.streamingservice.com/get-song?song=°‘Eye of the Tiger’

Request

]
Response | b

Microservice and API Risks and Mitigations O
© 2024 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited
distribution. Please see Copyright notice for non-US Government use and distribution.



APls are Important for Security

Microservice and API Risks and Mitigations
© 2024 Carnegie Mellon University

A 4

application

a

API

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited
distribution. Please see Copyright notice for non-US Government use and distribution.

Database

N—

__—




API Structure
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API Structure
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Monolithic vs Microservice Architectures

Ul Ul

Monolithic
Application

Microservices

Microservice and API Risks and Mitigations [DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited

distribution. Please see Copyright notice for non-US Government use and distribution.

© 2024 Carnegie Mellon University



Monolithic vs Microservice Architectures

Ul Ul

Monolithic
Application

Microservices

Microservice and API Risks and Mitigations [DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited

distribution. Please see Copyright notice for non-US Government use and distribution.

© 2024 Carnegie Mellon University



Monolithic vs Microservice Architectures
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Increased Attack Surface
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Recommendations

« Add redundancy measures to prevent overload from API use in support structures, such
as the APl gateway and authentication servers.

« Maintain a thorough inventory of all APIs to prevent shadow and zombie APIs, preferably
through auto-generated documentation for uniformity and searchability.

« Configure thorough logging and monitoring efforts for all API activity, including logging all
authentication and input failures.I"]

 Carefully plan API versioning and deployments. Be strategic about adding new APIs so
the maintenance and inventory of the existing APIs do not become overwhelming.
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Cascading Failures

ses Request
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APl Gateway Sales Information Product Descriptions

Microservices should be loosely coupled so that each of them works independently or
mostly independently from other microservices.?]
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Recommendations

Design APIs with the goal of loose coupling in mind, including domain coupling, temporal
coupling, and implementational coupling.

» Create APl documentation that clearly shows which APIs are coupled and the
communication flow that happens between coupled microservices. This documentation
will be useful for testing and troubleshooting if there are issues with the API after
deployment.

« Conduct unit testing, integration testing, and end-to-end testing to confirm the correct
functionality of the microservice architecture according to the documented design.

« Strive to prevent single points of failure in the API network by adding redundancy
measures in authentication and authorization points and other network structures.!
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Third Party Software Integrations

X

Even the highest quality code can have up to 600 defects per
million lines of code while average quality code has around 6,000
defects per million lines of code.l3]
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Recommendations

« Perform risk assessments on all third-party software that might be used in a
new API to prevent introducing additional APl vulnerabilities.

- Stay informed about the latest vulnerabilities in all third-party software that is
integrated into currently deployed APIs.

« Use automated vulnerability scanners on third-party software if possible.

« Consider implementing a Software Bill of Materials (SBOM) framework to help
secure the supply chain and mitigate the risks of using third-party software.[3!
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Broken Object Level Authorization (BOLA)

Ituserid": “].10“,

", 1

"firstname": "Tohn",
< "lastname": "Doe",

1" 1}
Return John's information accountbalance": "5000.00

John Doe }

API call: localbank.com/access/users?id=110

"userid": "111",

"firstname": "Catherine",

", 1

"lastname™: "Ming",
m Return Catherine's information "accountbalance": "11325.16"

API call: localbank.com/access/users?id=111
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Broken Object Property Level Authorization
(BOPLA)

"students":
{
{
"firstname": "Jake",
"lastname": "Care",
"major": "political science",
"email": "jakecare@gmail.com",
"address" "123 Fourth St",

"birthday": "04/07/92"
GET www.university.com/students HTTP/1.1

- . >
Return excess student information {
"firstname": "Haley",
"lastname": "Miles",
"major": "civil engineering",
"email": "haleymiles@gmail.com",
"address"; "934 Eighth St",

"birthday": "01/17/92"

User
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Broken Function Level Authorization (BFLA)
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Recommendations

* Keep athorough inventory of all
network APls.

* Implement static and dynamic
testing of all APlIs.

* Check authorization
vulnerabilities within your API
designs and implementations.
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